Abstract
Introduction
With the development of computer graphics and networks, 3D models are widely used in various fields, such as CAD (Computer Aided Design), animation game and VRML, etc. And we found these digital datum are easily illegally duplicated and redistributed by Internet. The problems of protection the copyright and the integrity of the digital data have become increasingly serious. Digital watermark has been considered as an effective method and has become an exciting topic. Watermarking algorithms are usually characterized by the following two important properties: 1. Imperceptibility: the watermarked model should look similar to the original one to human visual system. 2. Robustness: the watermark scheme should survive various types of attacks.
However, the two properties contradict each other because robustness is achieved at the cost of imperceptibility. Therefore, we need make a balance between imperceptibility and robustness while designing a watermarking method in accordance to the practical application. According to the aimed application, we distinguish between the robust watermark used for protection the copyright and the fragile watermark used for integrity of content. Watermark can also be divided into un-blind watermark and blind one according to whether the original model is required during extracting process. In general, un-blind watermarking algorithm has better robustness than blind one. But, un-blind watermark needs complicated pre-processing, such as registration and re-sampling, which is the key to extract the watermark successfully. It make blind watermarking has better potential of practical application than un-blind. This paper focuses on the robust and blind watermarking of 3D meshes. Our main objective is to achieve a higher imperceptibility and better robustness against many attacks of geometrical transformation, cropping, noising, smoothing. The remainder of this paper is organized as follows. In section 2, we introduce related works. The prototype architecture and the watermark algorithm is described is showed in Sections 3. Section 4 presents some experimental results. Finally, in Section5, we give the summary and conclusions.
Related work
Ohbuchi et al. [1] [2] first proposed several mesh watermark algorithms in 1997. Many mesh watermarking algorithms are appeared during the last decade. In general, most frequency-domain algorithms are un-blind and blind watermark schemes focus on spatial domain.
These frequency domain algorithms provide better robustness using wavelet analysis, Laplace transforms and other such transforms. Kanai proposed a scheme [3] by modified the wavelet coefficients to embed the watermark applying the lazy wavelet transform proposed by Lounsbery et al. [4] . Abdallah et al. [5] encoded a watermark vector repeatedly into the spectral coefficients of the Laplace compressed 3D mesh. It is robustness against the geometric transformations, noise, smoothing, cropping and combinations of these attacks. Lili [6] proposed a 3D mesh watermarking algorithm based on spherical parameterization presented by Zhou [7] . Ai et al. [8] firstly partitioned a 3D mesh into Voronoi patches, then construct range images for each Voronoi patch. At last, DCT (Discrete Cosine Transform) is employed to embed watermarking into range images. However, these non-blind watermark needs complicated pre-processing, such as registration and re-sampling, which is the key to extract the watermark successfully [9] . Choi et al. use linear operators derived from scaling functions to embed watermark, which doesn't require spectral analysis and can reduce the computation cost in the watermarking process [10] .
Research of blind watermarking algorithms is mainly focused on spatial domain method. In [11] , the distribution of the mesh vertex norms is modified to hide a watermark and is robust to common geometric attacks and simplification. However, it is very vulnerable to cropping attacks that will change the center of gravity of the model. In order to improve the robustness of the histogram-based watermarking techniques, Alface et al. [12] segment mesh model with a geodesic Voronoi diagram of some prongs and watermarking scheme based on radius histograms [11] is applied on each created submesh. Ren et al. adopt similar protrusion function to find feature points and perform DFT (Discrete Fourier Transform) to embed watermarking [13] . Although the improvement makes watermarking algorithm can resist against cropping, the execution times are huge due to the prong detection.
All of the above methods embed the watermark by modifying slightly vertex coordinates or changing the construction of faces by remeshing. Of course, there are few methods that embed watermark using redundant information. Ichikawa proposed some watermarking algorithms using the redundancy information [14] . However, vertexes' order of original model must be provided during extracting watermark. Sun presented a blind watermark scheme based on affine transformation invariant norm for copyright protection [15] . This paper proposes a blind and robust watermarking algorithm. The main contributions of our work presented in this paper are summarized as follows: (1) Higher imperceptibility: No alteration has been made to the coordinate of vertex except for the harmless change in the order of vertex description in each triangle face. (2) Resiliency against signal processing attacks: Our watermarks are resilient against such as signal processing attacks include noising and smoothing. We embed watermark using redundancy information of a surface and only modifies the vertex order of each surface, with neither coordinate of vertex changed nor topological connectivity affected. 
Watermarking algorithm
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Watermark Embedding
The watermark embedding algorithm illustrated in Fig. 2 (a) can be described as follows:
Step 1: For each triangle face, the center c i of the triangle and distance set Step 2: For each triangle face, according to the watermark value and distance sets i d , we adjust the order of its three vertices, such as following equations:
Step 3: After watermark is embedded in step 2, if the direction of normal vector o n of the triangle is changed (Fig 3) . The order of last two vertexes are be adjusted, such as described in a dotted lines in 
Watermark extracted
The watermark extraction process is quite simple. We can extract watermark information according to the distance d  of the first vertex in each triangle.
Note that the extraction process is performed without the original mesh model.
Threshold setting
The correlation between original watermark w and extracted watermark '' w can be analyzed by as following: w is the mean value of the extracted watermark, the possible value of corr is a number between -1 and 1. If corr>T, the watermark is detected.
In order to set an appropriate threshold T, 10000 random watermarks are generated and the 5000 th is the watermark to be embedded into the 3D mesh model. The experiment results are shown in Fig.4 , which indicate that the correlation values between the randomly watermarks and the original watermark are less than 0.35, except the 5000 th value (which is about 1). Therefore, the threshold T as was set to 0.4 for our case study. 
Experiments and results
In order to evaluate the proposed watermarking scheme, MSDM (the mesh structural distortion measure) and BER (bit error rate) are adopted to test the imperceptibility and the robustness of watermark. The proposed method is implemented in Matlab 6.5 and has been tested on several mesh models.
Imperceptibility evaluation
A "perceptual" distance, the mesh structural distortion measure (MSDM), between original mesh and watermarked one are proposed in [16] . Its value is distributed in interval [0,1]. 1 means visually very different and 0 for identical ones. Our algorithm only adjusts the order of vertexes in some triangle face and doesn't bring modification to coordinate of vertex. So, experiments show that MSDM is equal to 0.Watermark is perfectly imperceptibility. Watermarks can be integrally extracted after suffering from affine transformation, such as translation and scaling, shown in Table 2 . Table 3 is the experiment of rotation. 
d is the max distance between a vertex and the center of 3D mesh model. However, watermark embedded according to the first distance of the vertices of each triangle, is robust against noise to some extent, shown in Table 4 . Fig 5 represents the robustness of our algorithm against the noise. A low amplitude noise, watermarking can all be extracted from three tested models. We can notice that more complex model is, less robust is to noise. However, watermark extracted will be failure to the venus model when λ is 0.015. (a) (b) Figure 5 We apply the Laplacian smooth of Meshlab in smoothing attack experiment. We carry out 4 times Laplacian smooth, watermark can be detected, as showed in Table 5 . 
Conclusion
A robust, blind and imperceptible watermarking algorithm of 3D mesh model using redundancy information is proposed in the paper. We embed watermarking into a 3D mesh model by adjusting the order of vertexes in each triangle according distances between three vertexes and the center of corresponding triangle face. Furthermore, we need to keep the normal vertex of each triangle unchanged. Experimental results show no distortion will be caused in the process of embedding watermark and the imperceptibility of the watermark is very good. It is robust against the common attacks, such as translation, rotation, scaling, noising, smoothing. In the future, we will integrate multiple watermarks scheme based on feature patches segmentation to make our blind watermarking framework robust against cropping attack.
